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                                                                                 - Lifecycle of the bug  and release timelines 

 Takeaways & Action Steps  - Why should you care?   What should you do?



What is CVE?



CVE list

• Free and publicly available
• Catalog of CVEs :                                                               
         - CVE ID : CVE-yyyy-nnnn
         - Description :
               [Problem Type] [Affected Component] [Cause] [Impact]

        - atleast one public reference



Cve.org



SegbouncerLooking up for CVE with keywords



CVE-2025-2291

https://www.cve.org/CVERecord?id=CVE-2025-2291
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CVSS

• Common Vulnerability Scoring 
System

• A numerical score to determine 
the severity of a vulnerability

Security 
Vulnerability

Physical Access
No admin access
Low complexity

Severity:
Low 

Severity:
Critical



CVSS score range

Score Range Severity

0.0 None

0.1 – 3.9 Low

4.0 – 6.9 Medium

7.0 – 8.9 High

9.0 – 10.0 Critical



Determining CVSS

Base metric group : mandatory
Temporal metric group
Environmental metric group



Base metric group

Exploitability metricsExploitability metrics

Attack Vector                 : N, A, L ,P

Attack Complexity       : L, H

Privileges Required      : N, L, H

User Interaction            : N, R

Scope                                : U, C 

Impact metrics

Confidentiality impact : N, L, H

Integrity imapct                : N, L, H

Availability impact          : N, L, H



Temporal metric group

Explicit code maturity   :  X, U, P, F, H

Remediation level        : X, O, T, W, U

Report confidence       : X, U, R, C



Environmental metric group
Exploitability Metrics

Attack Vector

Attack Complexity

Privileges Required

User Interaction

Scope

Impact Metrics

Confidentiality metrics

Integrity Impact 

Availability Impact 

Impact Subscore Modifier

Confidentiality Requirement  : X, L, M, H

Integrity Requirement                 : X, L, M, H

Availability Requirement           : X, L, M, H



CVSS calculator 
• https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator


CVSS calculator Base Score metrics



CVSS calculator Base Score metrics



CVSS calculator Base Score metrics

Attack 
vector



CVSS calculator Base Score metrics

Attack 
Complexity



CVSS calculator Base Score metrics

Privs 
Req



CVSS calculator Base Score metrics

User 
interaction



CVSS calculator Base Score metrics

Scope



CVSS calculator Base Score metrics

Confidentiality



CVSS calculator Base Score metrics

Integrity



CVSS calculator Base Score metrics

Availability



CVSS calculator Base Score metrics

Attack 
Complexity

Attack 
vector

Privs 
Req

User 
interaction

Scope

Confidentiality 

Integrity

Availability



CVSS calculator Temporal and Env. metrics



CVSS calculator All metrics
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CVSS calculator All metrics



Common Weakness enumeration
• Community developed list of software and hardware weaknesses

• Root cause mapping for CVE



CWE navigation https://cwe.mitre.org/

https://cwe.mitre.org/


CWE navigation
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CWE navigation



CVE and CWE



CVE and CWE



Enrichment
• Authorised Data Publisher (ADP)
• Enriches a published CVE
+ Review – Research
+ CVSS score
+ CWE 
+ Additional information
Eg: NVD, CISA, Github Advisory Databases



What is CNA?

• CVE numbering Authority

• Every CNA has a specific scope

• CNAs control CVE publication

• Provide enrichment since  April 2024



CNA organization

MITRECVE 
Board

CISA/
DHS

Sub CNASub CNA

Sub CNASub CNASub CNA

Root CNA
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Reference example



PostgreSQL  and CVEs

MITRE

Red Hat Root 
CNA

PostgreSQL 
CNA

PostgreSQL 
security 

team

Projects :

▪ PostgreSQL

▪ PostgreSQL RPM and DEB packaging

▪PostgreSQL windows/mac installers

▪ pgJDBC

▪psqlODBC

▪pgAdmin

▪pgbouncer



• What is considered a security vulnerability in Postgres?
✓allows a user to gain access to privileges or data outside permission
✓allows a user to execute arbitrary code through a PostgreSQL process. 

• What is not considered a security vulnerability in Postgres?
x Superuser actions
x a denial-of-service on a PostgreSQL server from an authenticated, 

valid SQL statement



Reporting a bug 
PostgreSQL                        

PostgreSQL installers                      security@postgresql.org

pgAdmin                               

PostgreSQL JDBC driver          pgsql-jdbc-security@lists.postgresql.org

Anything else         security@postgresql.org

mailto:security@postgresql.org
mailto:pgsql-jdbc-security@lists.postgresql.org
mailto:security@postgresql.org
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Postgres Security release Timeline(approx)

1-7 days: 
Initial triage

1-4 weeks: 
Analysis & 

patch 
development

1-2 weeks: 
Coordination

Fixed 
Release



• https://www.postgresql.org/developer/roadmap/

• At least one minor release every quarter

• The second Thursday of February, May, August, and November.

• Exception: more releases in between for important bug fixes

Latest/Upcoming :

• May 8th, 2025

• August 14th, 2025

• November 13th, 2025

• February 12th, 2026

Release Roadmap

https://www.postgresql.org/developer/roadmap/


Where to check? What to check?
https://www.postgresql.org/support/security/



Where to check? What to check?



Where to check? What to check?

CVE ID

Major 
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Component
CVSS
Vector string

Title
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Where to check? What to check?



Why Should you care?

Protection

Uptime

Stability

Reputation

Enable Notification

https://www.postgresql.org/list/
https://lists.postgresql.org/

Review Test Verify Patch

Compliance

https://www.postgresql.org/list/
https://lists.postgresql.org/


https://www.postgresql.eu/events/pgconfde2025/feedback/6547/
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