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Nation-state threat actor targeting

Regional sample of activity levels observed
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15%
GROWTH
PER YEAR

ECONOMY
OF CHINA CYBERCRIME




REAL-WORLD EXAMPLES OF SECURITY BREACHES

Occurred in 2012 and exposed hashed passwords of
LINKEDIN DATA BREACH millions of users due to attackers exploiting a
vulnerability in a PostgreSQL-powered database.

CVE-2012-0866

Occurred in 2016 and exposed the personal and billing

THREE UK BREACHES information of six million customers due to attackers
exploiting a known vulnerability in a PostgreSQL-
CVE-2013-1899 powered customer database.

Occurred in 2017 and affected over 800,000 customers
OPENTABLE DATA BREACH due to unauthorized access to a PostgreSQL database.

CVE-2018-1058



https://www.cvedetails.com/cve/CVE-2012-0866
https://www.cvedetails.com/cve/CVE-2013-1899
https://www.cvedetails.com/cve/CVE-2018-1058

GDPR FINES: UP TO €20 MILLION OR 4% OF
GLOBAL REVENUE
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British Airways fined £20m over data Marriott Hotels fined £18.4m for data
breach breach that hit millions

16 October 2020 Share o8 Save 4 30 October 2020 Share « Save <4
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% Getty Images

British Airways has been fined £20m ($26m) by the Information Commissioner's
Office (ICO) for a data breach which affected more than 400,000 customers. The UK's data privacy watchdog has fined the Marriott Hotels chain £18.4m for a

major data breach that may have affected up to 339 million guests.
The breach took place in 2018 and affected both personal and credit card data.






IDENTIFYING PUBLICLY AVAILABLE POSTGRESQL
DEPLOYMENTS

- . Such services as Shodan,
- — = Censys, BinaryEdge, and
: ShodanServer regularly
scan the entire internet,

(El Getting Started >_ ASCIl Videos </> Developer Access k . . f . b
What is Shodan? Setting up Real-Time Network How to Download Data with m a I n g I n O r m a tl O n a O Ut
Monitoring the API M M
Search Query Fundamentals 2 b | |y | b I
Measuring Public SMB Looking up IP Information p u I C ava I a e re S O u rc e S

Working with Shodan Data

Werking it Shoden Dz easily accessible for just a
EEEEEEEEE few dollars per month.

EEEEEEEEEEEEEEE
IIIIIIIIIIIIIII

Filters Cheat Sheet

TTTTTTTTTTTTTTTTTTTTTT

https://youtu.be/1Xwh6jVDFbO



https://youtu.be/1Xwh6jVDFb0

#% SHODAN

Explore

Dashboard

Downloads

Pricing &2 Search...

Account

E] Getting Started

What is Shodan?

Search Query Fundamentals

Working with Shodan Data

Files

LEARN MORE

// QUICK LINKS

SETUP NETWORK MONITORING

>_ ASCII Videos

5

</> Developer Access

Setting up Real-Time Network How to Download Data with

the API
Looking up IP Information

with Shodan Data

Working

Analyzing the Vulnerabilities Files

VISIT THE CHANNEL

Filters Cheat Sheet

DEVELOPER PORTAL


https://youtu.be/1Xwh6jVDFb0

POSTGRESQL
ETO THE INTERNET

Limit Limit listen_addresses to safe networks

Restrict Restrict access in pg_hba.conf

Utilize Utilize a VPN or private network




PENETRATION TESTING POSTGRESQL

DEPLOYMENTS USING HYDRA

Using a brute-force attack,
any six-character password
can be guessed in less than
an hour. An attacker could
also check up to five million
the most common
passwords within the same

hour.


https://youtu.be/kR1wqUzO76w

1haic@CO2ZF1XKLVDQ composetest % ||

https://youtu.be/kR1wqUzO76w



https://youtu.be/kR1wqUzO76w

THE DOMINO EFFECT OF A REUSED PASSWORD

Check your email for breaches at
haveibeenpwned.com

14,170,129,036 pwned accounts



MITIGATION AGAINST
BRUTE FORCE ATTACKS

Use strong, long, unique, and random passwords

Integrate with external authentication providers (e.g., Entra ID, Kerberos) to enforce
password policies and enable 2FA

Integrate

Enable Enable the auth_delay extension to slow down brute-force attempts

Deploy the Fail2Ban tool to block repeated failed login attempts




COMMON VULNERABILITIES AND EXPOSURES
CVE Detalls

The ultimate security vulnerability datasource

Switch to https://
Home

Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :
CVSS Score Report
CVSS Score Distribution

Postgresql » Postgresql : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Total number of vulnerabilities : 139 Page : 1 (This Page)2 3

Copy Results Download Results

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search

By Microsoft References
Top 50:
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other:
Microsoft Bulletins

Bugtraq_Entries

MWE Nafinitinne

# CVE ID CWE # of Vulnerability = Publish Update  Score Gained Access Complexity Authentication Conf. Integ. Avail.
ID Exploits Type(s) Date Date Access
Level
1 CVE-2002-1399 2003- 2016- - None Remote Low Not required Complete Complete Complete

01-17 10-18
Unknown vulnerability in cash_out and possibly other functions in PostgreSQL 7.2.1 and earlier, and possibly later versions before 7.2.3, with unknown impact,
based on an invalid integer input which is processed as a different data type, as demonstrated using cash_out(2).
2 CVE-2007-3279 2007- 2018- - None Remote Low Not required Complete Complete Complete
06-19 10-16

PostgreSQL 8.1 and probably later versions, when the PL/pgSQL (plpgsql) language has been created, grants certain plpgsql privileges to the PUBLIC domain,
which allows remote attackers to create and execute functions, as demonstrated by functions that perform local brute-force password guessing attacks, which may
evade intrusion detection.

3 CVE-2013-1902 2013- 2017- - None Remote Low Not required Complete Complete Complete
04-04 10-20
PostgreSQL, 9.2.x before 9.2.4, 9.1.x before 9.1.9, 9.0.x before 9.0.13, 8.4.x before 8.4.17, and 8.3.x before 8.3.23 generates insecure temporary files with
predictable filenames, which has unspecified impact and attack vectors related to "graphical installers for Linux and Mac OS X."

4 CVE-2013-1903 264 2013- 2017- - None Remote Low Not required Complete Complete Complete
04-04 10-20

PostareSQOL, possibly 9.2.x before 9.2.4, 9.1.x before 9.1.9, 9.0.x before 9.0.13, 8.4.x before 8.4.17, and 8.3.x before 8.3.23 incorrectly provides the superuser

Source: https://www.cvedetails.com/vulnerability-list.php?product_id=575



N RECOMMENDATIONS
ON VULNERABILITIES

MITIGATIO
R gOMM

Update Keep PostgreSQL updated with the latest patches.

FO

Scan Run security & vulnerability audits regularly.
Monitor REYELdaRIER{eIgIS olldleIiE-Tad\ViIaY2
Disable Turn off unused features to reduce risk.

Backup Ensure encrypted backups and secure storage.




DDOS TACK

2s-loic master ) 15557231 [w pos -loic master

1l:postgres-loic*



https://youtu.be/CP_eF8o7apw

~/workspace/github/postgres-loic master ® postgres-loic 15:57:31 |~/w/g/postgres-loic master @ postgres-loic 15:47:31
> i |

1:postgres-loic*



https://youtu.be/CP_eF8o7apw

ATTACK PREVENTION
STGRESQL

Use (for example) PgBouncer to manage connection pooling and limit the number of
connections.

Use Nginx as a reverse proxy with rate limiting for incoming connection attempts.

Monitor Monitor server logs for potential attacks.

Stay up-to-date on the latest security threats and trends.






"TRUST” AUTHENTICATION IN PG_HBA.CONF

# TYPE DATABASE USER CIDR-ADDRESS METHOD
# "local” 1s for Unix domain socket connections only

local all all trust
# IPv4 local connections:

host all all 127.0.8.1/32 trust
host  all all 192.165.0.0,/24] mcd5
host all all 658.145.52.251/32 md5

# IPv6 local connections:
— INSERT —



"TRUST” AUTHENTICATION IN PG_HBA.CONF

AM e RGO QeEwEF &=

Q Q q &
I [7oohy = display e 5 +

.r-compose-vl « docker-compose up .. ...ontents/SharedSupport — -zsh +

taras@macmini SharedSupport % I
MNo. Time | Source Destination | Protocol | Length| Info
ia. '?' Loopback: lo0: <live capture in progress= Mo Packets Profile: Defauli

https://youtu.be/Dd_4bX3W]IQ



https://youtu.be/Dd_4bX3WJIQ

NG TRUST
CETIONUI% PG_HBA.CONF

Avoid using "trust" authentication in production
environments.

Use more secure authentication methods like Kerberos, LDAP,

Use or Entra ID.

Regularly audit and review pg_hba.conf™ to ensure proper
authentication settings are in place.

Audit




ENFORCING SSL CONNECTIONS IN POSTGRESQL:
A NECESSITY, NOT A CHOICE

-1 + docker- -h127.0.0.1 -U user -d datab A L o - = = E
W e e e anae G W 4 © RNC QeadEFESZ = QQAQFF
atabase=# [| W [tep.port == 5432 && pgsal B | +
No. Time Source Destination Protocol  Lengtt | Info
L@ 7 Loopback: lo0: <live capture in progress= Packets: 2 - Displayed: 0 (0.0%) Profile: Default

https://youtu.be/MzCBmZIQK7A



https://youtu.be/MzCBmZIQK7A

FAILED SSL CERTIFICATE VERIFICATION

Client Original Replaced Certificate

Login Request Se=rver Server Authority

SSL Handshake

Encrypted Login Request

_Encrypted Login Response

_Replaces Original Server

Attacker

_Issues Fake SSL Certificate

_Issues SSL Certificate

Sends SSL Certificate

Login Request
SSL Handshake

Encrypted Login Request

_Encrypted Login Response

SSL Certificate Verification (Fails)
—

Connection Not Secure

Original Replaced Certificate
Client Server  Server Authority

Attacker

USING CERTIFICATES FOR HIGH CONFIDENCE
CONNECTIONS IN POSTGRESQL

This diagram illustrates a man-in-
the-middle attack where an
attacker replaces the original
server with a fake server and
issues a fake SSL certificate to
the client, causing a failed
connection. It emphasizes the
significance of SSL certificate

verification in preventing such

attacks and ensuring secure
communication between clients
and servers.



Client

Login Request

FAILED SSL CERTIFICATE VERIFICATION

Original Replaced Certificate
Server Server Authority

SSL Handshake

Encrypted Login Request

_Encrypted Login Response

_Replaces Original Server

Attacker

_Issues Fake SSL Certificate

_Issues SSL Certificate

Sends SSL Certificate

Login Request

A 4

:SSL Handshake

Encrypted Login Request

v

_Encrypted Login Response

SSL Certificate Verification (Fails)

Connection Not Secure

Client

Original Replaced Certificate
Server Server Authority

Attacker




PS C:\Users\mhern\mitm> M C:\Users\mhern:

https://youtu.be/nLRApQDiZKg



https://youtu.be/nLRdpQDiZKg

Use client and server certificates for secure, authenticated communication.

Implement Use a signed server certificate with the common name matching the server name.

Enforce Set “ssImode=verify-full* on the client to prevent man-in-the-middle attacks.

Rotate Regularly rotate certificates to maintain security over time.




REPLACING MD5 WITH SCRAM-SHA-256 FOR
IMPROVED PASSWORD SECURITY

A Tx:Auto

S. S.
pg_shadow s

password_encryption =
postgres
passwords

password_hashes

passwords

password_hashes

https://youtu.be/p7IfhC3qCgM


https://youtu.be/p7lfhC3qCgM
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" postgres.public v l3 console_2 v

-- Select the list of all users in the PostgreSQL database and their corresponding hashed passwor

SELECT s.usename, s.passwd
FROM pg_shadow s;

-- Enable password encryption for new users

SET password_encryption = 'md5';
N

-- Set a weak password for the 'postgres' user
ALTER USER postgres PASSWORD 'matrix';

-- Create tables to store passwords and password hashes
DROP TABLE IF EXISTS passwords;
DROP TABLE IF EXISTS password_hashes;

CREATE TABLE passwords
¢

password_value varchar(200)

)

CREATE TABLE password_hashes

https://youtu.be/p7IfhC3qCgM



https://youtu.be/p7lfhC3qCgM

WHY STRONG PASSWORDS MATTER

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins
5 hours
PAE S
3 weeks

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
PAGES
2 months
4 years
100 years
3k years
69k years

2drs

Upper and
Lowercase
Letters

Instantly
Instantly
Instantly
2 secs
2 mins
1 hour
3 days
5 months
24 years
1k years
64k years

:.{.3::';\‘ 'ears

Numbers, Upper
and Lowercase

Letters

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours
3 weeks
3 years
200 years
12k years

VAN Sarce

Numbers, Upper
and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
31 secs
39 mins
PAEVS
5 months
34 years
3k years

= J0ar

467bn years

"

- | AT S
> \) vears

179bn years

11tn years

N V

92bn years

7tn years

438tn years

https://www.reddit.com/r/Infographics/comments/tb59mh/oc_you_asked_for_it_the_animated_comparison_of/

GPUs drastically speed up password
cracking with tools like Hashcat and
gpuhash.me, highlighting the need for
strong, unique passwords.


https://www.reddit.com/r/Infographics/comments/tb59mh/oc_you_asked_for_it_the_animated_comparison_of/

Set “password_encryption = scram-sha-256" in “postgresql.conf” for better internal
password hashing.

Rehash existing passwords to upgrade them to SCRAM-SHA-256.

Use external authentication providers like LDAP or Entra ID to enforce strong
password policies and 2FA.

Even with SCRAM-SHA-256, weak passwords remain vulnerable to attacks, so
enforcing password complexity is critical.






EXPLORING THE CONTENTS OF POSTGRESQL
DATA FOLDER

test=# |j taras@macmini data % ||

https://youtu.be/OPL-eu4aWG0



https://youtu.be/OPL-eu4aWG0

test=# | taras@macmini data % ||

https://youtu.be/OPL-eu4aWG0



https://youtu.be/OPL-eu4aWG0

POSTGRESQL TRANSPARENT DATA ENCRYPTION

LDAP

Active Directory Authentication
certificate

BACKEND

8K 8K 8K

SHARED BUFFERS
(UNENCRYPTED)

FULLY
ENCRYPTED
PRIMARY
DB

FULLY
ENCRYPTED
STANDBY

DB
FULL FULL
ENCRYPTION ENCRYPTION

ENCRYPTED ENCRYPTED
DISK DISK

Source: https://www.cybertec-postgresqgl.com/en/products/postgresql-transparent-data-encryption/

AES 128-BIT WAL-STREAMING

ENCRYPTION/
DECRYPTION

fully encrypted*

8K || 8K | 8K

ENCRYPTED ON DISK

OPERATING SYSTEM




SECURING PO
AND BACKUP

Encrypt Encrypt backups and store them in a secure, offsite location.

gTG RESQL DATA

Secure Use strong and unique passwords for backup files to prevent unauthorized access.
Test backups regularly to ensure their integrity and restore capability.

Control Implement access controls to restrict who can access or manage backups.
Encrypt IRl Use PostgreSQL Transparent Data Encryption (TDE) to secure data at rest.

Protect Keys Store encryption keys securely, separate from the backup files.

Monitor Continuously monitor for unauthorized access to encryption keys and backup files.







DEMONSTRATING PRIVILEGE ESCALATION RISKS

CREATE OR REPLACE FUNCTION GetUserID(user_name TEXT)
RETURNS INTEGER
LANGUAGE plpgsqgl

SECURITY DEFINER Since it runs under SECURITY

o DEFINER, an attacker can
user_id INTEGER; inject malicious SQL, such as

BEGIN dropping tables, modifying
R e data, or granting -elevated
SELECT id INTO user id privileges, all with the function
FROM public.users owner's privileges.

WHERE username = user_name;

RETURN user_id; SELECT GetUserID('DROP TABLE public.users;');
END;
$%;



PRIVILEGE ESCALATION VIA COPY FROM PROGRAM

COPY (SELECT '') TO PROGRAM 'psqgl -c "ALTER ROLE attacker_user WITH SUPERUSER;"';

This command exploits the COPY FROM PROGRAM
feature in PostgreSQL to execute a system command. It
uses psql to alter the attacker_user role and grant it
superuser privileges. The command runs on the server
host, leveraging misconfigured trust-based
authentication (or similar passwordless access), allowing
an attacker to escalate privileges without proper
authentication.



ENT PRIVILEGE

Limit "SECURITY DEFINER " usage, validate input, and set

Restrict “search_path " to a safe value (e.g., pg_catalog ).

Disable Allow only superusers to use " COPY FROM PROGRAM .

Avoid "trust” or peer in pg_hba.conf ; use strong
authentication like "md5" or "scram-sha-256 .

Enforce




CONCLUSION

‘ R




DEFENDING YOUR POSTGRESQL
DEPLOYMENT IS CRITICAL TO PREVENT
LOSSES, AS CYBERCRIMINALS
INCREASINGLY TARGET DATABASES
AND EXPLOIT SOFTWARE
VULNERABILITIES

y

y




SUMMARY

Stay Informed: Follow the latest threats, trends,
and community best practices.

Monitor & Audit: Regularly check logs and
perform security audits.

Best Practices: Strong authentication, backup,
and encryption.

Secure Instance: Configure properly to protect
- data.

Update & Limit Exposure: Keep PostgreSQL
updated and reduce public access.
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