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Who am 1

Hettie Dombrovskaya

Optimizing everything in Postgres, my life, and
the rest of the world!

Founder & President of Prairie Postgres NFP
LPI Board of Directors
ACM Chicago Chapter Communications Chair

PG DATA 2027 Organizer



| am from Chicago!
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One more QR Code:
Please leave a feedback on my talk!




And now to the talk:
What will be covered

Identifying common security challenges

What can we do about them?

Security framework overview

e Ongoing issues and prospects



Why this talk?

USER: POSTGRES

SCHI" ™"

WHY?!
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You do not need it - why
bother?!!

Applications are developed using
postgres user

Move to production (ship to customer)
still using superuser

(because we do not know what will break
otherwise)

And since we use connections pools,
everyone is a superuser

#election at the end -add
' ob.select= 1

Jer_ob.select=1
Mntext.scene.objects.activg
W "Selected” + str(modifier 0

#irror_ob.select = 0@
bpy- context.selected_objw
data _objects[one.name] .sel

rint("please select exacthy %

_ OPERATOR CLASSES -~~




#2: The wonders of inheritance: gran
anything to anyone!

CREATE ROLE sale
GRANT SELECT ON ALL

What about

megan??? ies_reportgr;

GRANT sales_rep
GRANT INSERT, DELET \Q
GRANT anna to me

CREATE ROLE payroll_ma L
What about other

GRANT ALL ON ALL TABLES IN SCHEMA payrol]l databases?!

GRANT payroll_manager TO anna;



Let’s try to do it the right way!

* Using schemas for access control: al cts/ schema/iave the same set of

privileges

* Granting privileges to ero

* And granting role

create schema New tables!

grant

create rofle

create rg

grant usage on S O s toJorders read_write,
orders_read Y;

grant select on all tables in schema orders to orders_read_only;
grant select, insert, update, delete on all tables in schema
orders to orders_read_write;

grant orders_read_write to app_user;

What is not going to work?



#3: Default privileges

alter default privileges in schema orders
grant select on tables to orders_read_only;
alter default privileges in schema orders
grant select, insert, update, delete on tables to orders_read_write;
Now:
create table orders.customer (
customer_id int primary key,
customer_name text);
- Why were default permissions not applied?!

alter default privileges in schema orders for role orders_owner grant

select, insert, update, delete on tables to orders_read_write;



#4: The wonders of ownership!

create schema orders owner orders_owner;

Permission denied!

What will happen?



Challenges #5, #6, #7... Lots of
weird things!

grant select orders.sales_points to role_ro;

grant insert, update, delete on orders.sales_points to role_app;
grant role_ro to your_user;

grant role_app to your_user;

revoke delete on orders.sales_points from your_user;

Will this work?

- It won’t, and moreover, errors won'’t be reported:
REVOKE of permissions which are not granted
GRANT permissions which are already granted except for roles

- You can’t drop user that has any privileges
-You can’t drop role cascade

- And there is no easy way to see what permissions a given user has!



I have a dream...

One schema

One owner
Ownership inheritance
Permission inheritance
Easy ownership change




Security Model Overview




Principle of least privilege

BaS|c pr|nc|p|es * Auseris given the minimum levels of access

needed to perform their job functions.

Durability

* Non-superuser users do not have a way to
bypass security settings

Fity mddél to
multi-tenancy within
tgreSQL database »

G et B B *

Encapsulation

* Object permissions are granted to group
roles only




Key features

Permissions granularity

A schema is the least security unit
(all objects within a schema have
the same permissions)

Ownership inheritance

All objects in the schema are owned by
the schema owner, no matter who created
them

Owner-driven default privileges

Default schema privileges are always applied,
regardless of who created an object
Security-definer functions
Roles creation/deletion can be performed by non
superuser using security definer functions

Event triggers

The described behavior is event triggers-
driven



Enabling security model

* Deploy the package:
https://github.com/hettie-d/pg_acm
* Enable security by running
select * from acm.enable_security();
* This will

= enable event triggers

= grant execute on all security-definer functions to the database owner role



Roles and ownership




Creating account

select * from
acm_tools.create_cust_account(‘acct_name’);
select * from
acm_tools.assign_account_user(
p_account_name =>‘acct_name’,
p_acct_user=>‘user_name’,

p_acct_user_password =>‘password’);



create schema my_schema

who can create schemas:

account owner

Actions:

« creates schema

« creates owner role

« creates read_write role

« creates read_only role

« sets up default schema privileges

« grants schema owner to account owner
Behavior

« all objects will be owned by schema owner

« permissions granted to read_only and read_write_role



drop schema my_schema

who can drop:

« Account user that created it

Actions:

revokes read_only role from all users
revokes read_write from all users
revokes custom roles

revokes owner role

drops all associated roles

drops schema



alter schema my_schema

who can alter:

« Account user that created it

what can be altered:

« Only name

Actions:
 renames schema

« renames all associated roles



Security definer functions

Assignh role:

» assign_schema_owner_role
« assign_schema_app_role

« assign_schema_ro_role

Revoke role:

* revoke_schema_owner_role
* revoke_schema_app_role

 revoke_schema_ro_role



assign_schema_owner_user

Input parameters:

schema_name

e ddl_user_name

« ddl1_user_password (opt)

p_update_search_path boolean

Actions:

creates user ddl_user_name if it does not exist
changes password if user exists & password provided
grants schema owner role to ddl_user_name

changes seach_path if the flag is true



assign_schema_app_user

Input parameters:

schema_name
app_user_name
app_user_password (opt)

p_update_search_path boolean

Actions:

creates user app_user_name if it does not exist
changes password if user exists & password provided
grants schema read_write role to app_user_name

changes seach_path if the flag is true



assign_schema_ro_user

Input parameters:

schema_name
ro_user_name
ro_user_password (opt)

p_update_search_path boolean

Actions:

creates user ro_user_name if it does not exist
changes password if user exists & password provided
grants schema read_only role to ro_user_name

changes seach_path if the flag true



Can you drop an account?
Yes!

select * from
acm_tools.drop_cust_account(
p_acct_name=>‘acct_name’,

p_force =>true);



What if you need to create
an extension?

Event triggers on create/drop extension disable/enable
pg_acm triggers on CREATE SCHEMA and CREATE any object
within schema



What if you need more
roles?

select * from

acm_tools.create_role_for_schema(
p_schema_name=>"my_schema’,
p_select =>true,

p_update boolean =>true

select * from

acm_tools.assign_role(
p_role_name =>’my_schema_su’,
p_user =>’my_schema_update_user’
p_password =>’XXX")



How can | see all the roles
and users?

select * from
acm_tools.list_acct_schemas_roles_flat()

account 8 account_owner 8 account_users 8 schema_name 8 schema_owner 8 owner_users 8 read_only_role 8 read_users 8 read_write_role 8 app_users 8
text text acm_tools.users]] = text text acm_tools.usersf] = text acm_tools.usersf] = text acm_tools.users(]

acct? acct2_owner {'(acct_user2-1)"}  schema21 schema21_own.. {'(acct_user2-1)'}  schema2l_read_o.. {'(ro_user21,50)"} schema21_read_wr..  [null]

acct2 acct2_owner {'(acct_user2-1)"}  schema22 schema22_own.. {'(acct_user2-1)"}  schema22_read_o..  [null] schema22_read_wr..  {'(app_user22,50)"}



Superpower!

- Public to private

- Reset schema owner



What is there for the users?

No need for a new
database when
you start a new

project

Creating users
without superuser
privileges

Assign and revoke
users’ privileges

Change users’
passwords

You are in control!




Future work

* rework rese

» generic dp~

" converti But T want it in
Postgres!



Thank you!

Josh Davis
Greg Clough
Andrew Jackson
Boris Novikov



Where to find me

Prairie Postgres
prairiepostgres.org

LinkedIn:

https://www.linkedin.com/in/henrietta-
dombrovskaya-367b26/

Prairie PostgreSQL User Group

https://www.meetup.com/illinois-
prairie-postgresql-user-group

GitHub:
https://github.com/hettie-d
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